Personnel Department
County of La Crosse, Wisconsin

County Administrative Center « Room 2190
400 4th Street North » La Crosse, Wisconsin 54601-3200
(608) 785-9640 « FAX: (608) 789-4887

WWW.CO.la-crosse.wi.us

LA CROSSE COUNTY
POLICY ON CONFIDENTIALITY

PURPOSE

This is the policy on confidentiality and is intended to comply with the HIPAA Law and other State
and Federal regulations. Any information or records that are very personal in nature should be
kept confidential.

WHAT DOES CONFIDENTIAL MEAN?

Keeping information or records confidential means that these things will not intentionally,
negligently or carelessly be released to any person who does not have a proper business reason
to know such information, or not be released without prior permission given by the person
affected. A violation is called a “breach of confidentiality.”

EXAMPLES OF RECORDS

Some examples of very personal records are: medical records, medical treatment and billing
information, medical condition or leave status, pregnancy information, birth dates and age,
disabilities, social security numbers, names of family members, racial or ethnic group, religious
beliefs, sexual preference, and other confidential information.

We need to maintain confidentiality for the records of customers, clients and residents of
La Crosse County as well as for the records of La Crosse County employees. Some County
business information is confidential as well, like the bids of contractors on a contract.

WHAT INFORMATION IS COVERED?

This confidentiality policy applies to all information and records, whether on paper, electronically
recorded, or shared orally, related to the operations of La Crosse County including, but not
limited to:

¢ client/resident names and other identifying information

¢ client/resident personal and medical information, inmate medical information
o client/resident financial and billing information

o employee medical information

Employee personnel records and other employee personal information are confidential records,
except as defined by the Wisconsin Statutes to be open records.

In addition, any information that has been marked “confidential” by La Crosse County, or other
agencies is covered by this policy.

Reading, use, or release of confidential and medical information without permission is strictly
forbidden and may result in immediate disciplinary action up to and including discharge.
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Keeping protected information confidential is the responsibility of all La Crosse County
employees. Employees must comply with County, State, Federal and HIPAA policies for
confidentiality. Non-County employees, working at La Crosse County and contractors and
vendors providing or having access to confidential information, must comply also.
Non-employees working with La Crosse County must be told that they must comply with

La Crosse County confidentiality policies and must agree to fitting penalties if they fail to follow
the La Crosse County Confidentiality Policy. Contracts, when appropriate, must refer to the
policy and penalties.

Documents agreeing not to disclose confidential information and ‘business associate
agreements’ should be used to make sure there is compliance with La Crosse County policy and
compliance with the HIPAA law requirements.

WHAT IS THE PROCEDURE IF THERE IS A BREACH?

If you truly believe that a breach of confidentiality has occurred, you should report the incident as
soon as possible to the closest supervisor available. If they are not available, report to any of the
following:

your immediate supervisor

your department head

your departmental Privacy Officer (Hillview, Lakeview, Human Services, Health Dept)
the County Personnel Director

the County Corporation Counsel

the County Administrator

Complaints, concerns, or reports of a breach of confidentiality of HIPAA protected Personal
Health Information must be reported to the Department Privacy Officer, in addition to your
supervisor. Personal Health Information means any “individually identifiable health information”
kept or transmitted by electronic or other means.

MUST | REPORT A BREACH?
Yes. Employees who truly believe that a breach of confidentiality has occurred but do not report
it are subject to disciplinary action.

WHAT WILL BE DONE AFTER | REPORT A BREACH?

An investigation may be conducted by the person responsible for supervising the person
suspected of breaching confidentiality. All information gathered will be reviewed to determine
what corrective action is to be taken. Discipline may be recommended to the supervisor of the
person who caused a breach. That person may be disciplined up to and including termination of
employment, depending on how serious the breach is.

CAN | BE RETALIATED AGAINST?

No. Under no circumstances will the County allow retaliation or intimidation of a person who
reports a breach. If there is retaliation by someone, that person may be further disciplined up to
and including termination.

For more information regarding specific confidentiality requirements, please contact the
Department Head or Privacy Officer.
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